

















FMEDA — Fault Insertion Test

Simulate component failures and
test that diagnostics perform as
expected.

Verify software contribution to
fault handling

F.1.T. suites driven from FMEDA
to test each diagnostic and
functional failure mode.
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Independent Assessment Process

Define Scope
Review FSM Plan + Procedures

Assess System & Software
Architecture

Software + IC On-Chip Redundancy

« Physical & Logical Independence
Common Cause

Requirements Tracking

Assess Safety Case

FMEDA & Fault Insertion Tests

Review Design documentation Test Specification
Safety Manual
. . Implementation of procedures
On-site Audits — Competence
- Review Testing Safety Manual

Test execution

Assessment report
Certificate
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Experience

{ Design Quality? Does everyone pass?

{ NO — a majority fail initial audits
4 Hardware/Software — A transmitter has shipped
over 600,000 units and has been shipping for
nearly 5 years. A Fault Injection Test showed
that diagnostics simply did nothing. Component
failures in the transmitter could cause drifting
outputs and this situation would not be revealed.

Experience

i Design Quality? Does everyone pass?
4 NO — a majority fail initial audits
{ Hardware — A transmitter has shipped over 50,000 units
and has been shipping for nearly 5 years. The FMEDA
analysis quickly showed that when the microprocessor
clock stops, the 4 — 20 mA output freezes!

{ Hardware — A valve has been shipping for nearly two
years. The tool verification check showed that
mechanical tolerances were incorrectly translated by a
CAD tool revision such that the valve would bind at high
temperatures!




Experience

i Design Quality? Does everyone pass?
i NO — a majority fail initial audits
i Hardware — A valve manufacturer has been making a

particular ball valve “design” for thirty years. The
product is clearly field proven. A purchasing agent
changed vendors on a critical part. The new part was
not quite the same material and many field failures
resulted. IEC 61508 requires that the design specify
exact parts with a qualification procedure needed for all
changes including a new vendor.

Experience

1 Design Quality? Does everyone pass?
4 NO — a majority fail initial audits
{ Software — a transmitter product used HART
communications. A communications stress test showed
that when the communications frequency reached a
threshold, the transmitter output would lock up and the
4-20mA output was frozen.

{ Software — many, many more




Experience

i Self-Certification by the manufacturer? Allowed?
i YES - however

i Always ask for the certification report showing the
extent of the assessment. Most manufacturers do not
have the depth of experience to understand IEC
61508 requirements

{ Some manufacturers have FAILED the third party
assessment and then choose to do their own self-
certification. Are the auditors too tough?

Are |IEC 61508 Products Available? :
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IEC 61508 Certified Products: :
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Temp. Transmitters Safety Equipment List
Flow Transmitters
Level Transmitters
PLCs

Trip Amps, modules

Actuators

Solenoids

Valves

Step Sa:




IEC 61508
PLC
Certification

€

Emeracn
Automation
GE Energy

CE Fansc
Astomation

HIMA

1ES Triplex

mn

Beckwall

P Corp

Siamans AG

Trones

Trivonen

Yokogawa
Ulactric
Corporation

Campany

Dat tronics

Det-tronics

MEA

Hodel

800xA Salety

Safeguard 409

Daltal 616

Mark Vi
MR
Ha1 us1q
AL/ALdig
Fse
Trusted
safatyhat
Contrallagh:
2300
57300 F

574007, 57
A00F [ H
Tricom v

Trident

Prossfe-us

Hadal

agls Quantun

ELS

Suprema

Fira nd Gas ©

Assessar A
Cortitoed OV 300
Slapss | Tovsie
e o, dee S0
(:::I:d TU Mord
e B Caritfiad | TUVRR.
Caritfiad | TUVRR.
Cortatie Tl Rh
caritied TUN RR
TUY Rk,
s quven
T B
s, e S
Caritfiad | TOV 30O
Fefan e Cortitred OV 309
came, | Toven.
Coried | TOV R
Faty Controllas / (-::\?:d TOV RB.
antrollas 21
Fire and Gas Contrallers 81308
Fira and Gas Controller rﬂ»’.n;‘d

o an]ag

P®®E

26

IEC 61508
Pressure
Transmitter
Certification

| exida

Certification S.A

TUVNORD

Safety

[Please Choose Device

#IEC61508 CERTIFIE

=

Company odel
Cerabar s /
Endress+Hauser prvir i
Honeywell ST3000
Rosemount 10518 515
Rosemount 2081C/T/1L
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IEC 61508
Solenoid Valve
Certification
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Product

Company Model Description Evaluation | Assessment | Assessor | LoSSHEM | Contact | Link
Report ol
Direct-acting 3
61508 .
ASCO 8320 Way /2 Position e ‘exvda l:‘ W
soleneid valve
Filot-operated 3
61508 .
ASCO 8316 Way /2 Position e ‘exvda D W
soleneid valve
Direct-acting 3
61508 .
ASCO 8314 Way /2 Position et ‘exvda D W
soleneid valve
Parker
Skinner 7300 Series Solencid Valves E”gsd 4exrdn D e
Valves Cetie
Parker
Skinner | 7000Series | Solenoid Valve ity deica D e
Al Certifie
. 61508 .
Versa B-316 Solenoid Valve Certified 4exrdn El
61508 .
Versa C Series Solenoid valve Certified 4exvda D
. 61508 -
Versa V-316 Solenoid Valve Cortified 4exvda D
. 61508 .
Versa €316 Solenoid Valve Certified ‘exvda l:l
Westlock . . 61508 .
Controls Falcon Series |3 way Spring Return Certified 4exrdn D W
Westlock 61508 .
Controls Falcon Series |4 way Spring Return Certified 4exvda D W
Bifold
Fluidpover | PR TP | solenoid Valve FMEDA AEA
Burkert §013-A- Direct-acting 2/2
Werke = 6014-C- gy -
P vay and 3/2 vay FMEDA lexida.
embr & co. | *+4, soue- | RLAGS LS ¢
Burkert | 6518-C-**%, | ,
2 * | Pilot-operated 3/2
Werke 6518-D-+*%, ) = . -
GmbH & Co. | 8319-H-+5%, ’:";‘”c?;‘ & LTS 42’”"“
KG s519-w-++s | F !
Burkert
Werke urg.e.ses | Pilot-operated 4/2 . -
GmbH & Co. | 3470 e FMEDA 4exvda
KG
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{ ISA and others
have several best
sellers for
automation safety
and reliability
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